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DETAILED ACTION 

1 . This action is in response to amendment filed 05 February 2007. Claims 1 ,2 and 
9 have been amended. Claim 10 is new and no claims have been cancelled, thus, 
claims 1-10 remain pending. 

Claim Objections 

2. Claims 1 and 5 is objected to because of the following informalities: (1) there 
should be commas after the first "terminal" in steps b and c; (5) it is unclear what is to 
be considered in line 2, whether it is to be read "at predetermined times" or "a 
predetermined number of times". Appropriate correction is required. 

Response to Arguments 

3. Applicant's arguments with respect to particular claims 1 and 9 have been 
considered but are moot in view of the new ground(s) of rejection. See new rejection 
below. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1,9 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Altschuler (US Patent 5,615,266) and further supplemented by Mauro II (US Patent 
7133696). 
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5. As per claim 1 , Altschuler discloses a method for automatically entering into a 
secure communication mode in a wireless communication terminal, comprising the 
steps of: 

b) at a transmission terminal, receiving a request for a secure communication 
from a user and transmitting the token to a reception terminal; and 

c) at the transmission terminal, entering into a secure communication mode 
based on an acknowledge token transmitted from the reception terminal, and 
performing secure communication with the reception terminal (column 4 line 46 - 
column 5 line 10 and column 6 lines 6 -37). 

Altschuler does not specifically disclose step a) generating a token including a 
token header, the token header being based on a data having the lowest occurrence of 
generation among the voice data outputted from a vocoder of the wireless 
communication terminal. Altschuler discloses a method of initiating a secure 
communication mode using a tone distinctive from tones used in transmitting the voice 
data (column 4 lines 59-64). It would be obvious for one of ordinary skill in the art to 
modify Altschuler to include wherein the distinctive tone is one of a lowest frequency 
generated from the vocoder (which is discussed as a common feature for voice 
communication in column 3 line 63-65). The distinctive tone of Altschuler is the same 
nature of the data used to transmit voice data, yet it is distinguishable from the voice 
data so that the terminal may initiate secure mode. The Examiner admits that the tone 
signal, functioning as a "token", doesn't necessarily include a header, however, in 
packet communication it would necessarily have been obvious to include wherein the 
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header is the "signal" indicating secure mode. The functionality of Altschuler is similar to 
the immediate application, and one of ordinary skill in the art may find it obvious to 
generate a distinctive signal based on data that is rarely generated, as this would be a 
distinctive signal that may initiate secure communication mode. 

Moreover, Mauro includes a similar method of changing operational mode to 
secure mode wherein a "special" voice packet is communicated among normal voice 
packets, wherein the "special" packet contains a predetermined sequence of bits that 
specifies a change of operation mode (column 2 lines 3-15 and column 5 lines 1-23). 
Mauro is specifically directed to voice packet communications, and thus it is argued that 
packets necessarily include a header, and it may be deduced that the header 
necessarily includes this predetermined sequence so as to indicate that it is a "special" 
packet, as is commonly performed in the art. In view of column 5 lines 17-23 it may be 
argued that the predetermined sequence of bits is necessarily the header for a packet 
containing as payload the other data discussed. The packet header in Mauro is 
predetermined, thus it is not generated based on a lowest occurrence of voice data 
output from the vocoder, however, the Examiner argues the same logic as discussed 
above with Altschuler. Even though the sequence of bits is predetermined, it may 
necessarily be based on a sequence of bits with a very low rate of occurrence. This is 
necessarily a highly desired characteristic of the method. It is necessary that the 
predetermined sequence of bits be discernable from previous sequences so as to 
effectively indicate the specialized packet. One of ordinary skill in the art may find this 
to be a necessary requirement in line with the preceding argument. Mauro is not 
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necessarily used to overcome any perceived deficiency of Altschuler, but it primarily 
used to enhance Altschuler to demonstrate a similar method necessarily embodying 
packet communication with a unique header. 

6. Claim 9 is rejected because it discloses similar subject matter to claim 1 . 

7. As per claim 10, Altschuler and Mauro disclose the method of claim 1 , further 
comprising: 

Combining the data, by a predetermined length, that have the lowest occurrence 
of generation among the voice data to form the token header. 

As discussed above, Neither Altschuler nor Mauro specifically discuss the token 
header being formed by data of the lowest occurrence of generation, however it is 
argued that this may necessarily be a desired requirement so as to effectively indicate 
the "specialized" packet, thus it would have been obvious to one of ordinary skill in the 
art to implement such method of generating a token using data with the lowest 
frequency of occurrence as may necessarily be desired. 

8. Claims 2-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Altschuler (US Patent 5,615,266) in view of Mauro and further in view of Kung (US 
6,889,321). 

9. As per claim 2, Altschuler discloses the method as recited in claim 1 , but does 
not disclose wherein the token includes a data having the lowest generation occurrence 
among the data of voice packet data outputted from the vocoder as a token header. 

Kung discloses a method of generating a token for entering secure 
communication mode, wherein in view of the arguments above, it would be necessary 
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that the secure signal may be the packet header for signaling initiating the secure mode 
(column 32 lines 30-49 wherein it is well known and established in the art for using 
packet headers to distinguish packet data such as a secure mode initiation data as 
discussed). 

Kung is analogous art because it is directed to a method of protecting telephony 
calls using encryption. 

It would be obvious in view of the arguments above for one of ordinary skill in the 
art to modify Altschuler to include wherein the secure mode initiation signal is embodied 
in a packet header. 

Motivation for one of ordinary skill in the art to modify Altschuler as discussed 
above would be to implement a method wherein a packet header distinguishes normal 
voice data from secure data so as to signal an initiation into secure communication 
mode as is evident in the art as discussed. 

Moreover, in view of the arguments above pertaining to Mauro, the Examiner 
argues that Mauro necessarily includes a packet header based on a predetermined 
sequence of bits, which may obviously be a sequence that has a low occurrence of 
generation so as to effectively identify the "token". 

10. As per claim 3, Altschuler discloses the method as recited in claim 1 , but does 
not disclose wherein the token is shorter than the maximum length of the data outputted 
from the vocoder. 

The examiner notes that it is a common occurrence in the art to generate packets 
that are shorter than the maximum length supported by the communication protocol or 
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processor. This would be evident in view of Kung wherein the initiating packet carries a 
key that may necessarily be of shorter length than the voice data to be encrypted. 

Kung is analogous art as discussed above in rejection to claim 2. Motivation for . 
combing Kung and Altschuler are also discussed above. 

11. As per claim 4, Altschuler discloses the method as recited in claim 3, wherein the 
token includes a key used in an encryption algorithm for the secure communication 
(Altschuler: column 7 lines 6-37 and Kung: column 33 lines 8-15 and Mauro column 5 
lines 17-23). 

12. As per claim 5, Altschuler discloses the method as recited in claim 1, wherein in 
the step b), the token is transmitted repeatedly at predetermined times (column 5 lines 
30-35 wherein the secure signal is transmitted repeatedly until secure signal is noticed 
at the receiving terminal). 

1 3. As per claim 6, Altschuler discloses the method as recited in claim 5, wherein in 
the step b), the repeated transmission of the token stops when the acknowledge token 
transmitted from the reception terminal is received (column 4 line 46 - column 5 line 10 
and column 6 lines 6 -37 wherein it is commonly practiced in packet networks as 
discussed in view of Kung (see claim 2) to generate and receive acknowledge packets 
signifying the data was properly received at the reception terminal). 

14. As per claim 7, Altschuler discloses the method as recited in claim 1 , further 
comprising the steps of: 
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f) at the reception terminal checking out if the token transmitted from the 
transmission terminal is received, and transmitting the token formed in the step a) as an 
acknowledge token to the transmission terminal; and 

g) at the reception terminal entering into a secure communication mode and 
performing secure communication with the transmission terminal (column 4 line 46 - 
column 5 line 10 and column 6 lines 6 -37 wherein it is commonly practiced in packet 
networks as discussed in view of Kung (see claim 2) to generate and receive 
acknowledge packets signifying the data was properly received at the reception 
terminal). 

15. As per claim 8, Altschuler discloses the method as recited in claim 7, wherein the 
step f) includes the step of: 

. h) checking out if a session key generated in the transmission terminal and 
included in the token is matched with a session key generated in the reception terminal 
using a master key (column 7 line 65 - column 8 line 66). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Gustafson (US Patent 5696880) and Terpening et al (US Patent 
6044158). 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
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§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Bludau whose telephone number is 571- 
272-3722. The examiner can normally be reached on Monday -Friday 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner 
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